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DETAILED ACTION 

1 . Claims 1 -1 1 are pending. 

Information Disclosure Statement 

2. The Information Disclosure Statement respectfully submitted on 28 December 
2001 and 30 December 2004 have been considered by the Examiner. 

Claim Objections 

1 . Claims 6-8 are objected to because of the following informalities: The term "on" 
should be replaced with the correct term "one". Appropriate correction is required. 

Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

3. Claims 1-1 1 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Rowland (US Patent No. 6,405,318). 

Regarding claim 1 , Rowland discloses a method for detecting intrusion in a 
database managed by an access control system comprising: 

defining at least one intrusion detection profile, each including at least one item 
access rate associating each user with one of the defined profiles, receiving a query 
from a user, determining whether a result of the query exceeds any one of the item 
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access rates defined in the profile associated with the user and notifying the access 
control system, upon determining that the result exceeds any one of the at least one 
item access rates defined in the associated profile, to alter user authorization, thereby 
making the received requested query an unauthorized request, before the result of the 
query is transmitted to the user (See Column 3, lines 33-67, Column 4, lines 1-67, 
Column 5, lines 1-2, 40-67, and Column 6, lines 1-11) 

Regarding claim 2, Rowland discloses the claimed limitation wherein 
accumulating results from performed queries in a record and determining whether the 
accumulated results exceed any one of the at least one item access rate (See Column 
8, lines 46-67, Column 9, lines 1-8) 

Regarding claims 3 and 10, Rowland discloses the claimed limitation wherein 
items subject to item access rates are marked in the database, and wherein any query 
concerning the items automatically trigger the intrusion detection (See Column 7, lines 
55-67, Column 8, lines 1-7) 

Regarding claims 4 and 1 1 , Rowland discloses the claimed limitation wherein the 
step of determining whether an item access rate is exceeded includes determining if the 
query result includes rows from marked items, and proceeding with the intrusion 
detection process only upon determining that the item access rate is exceeded (See 
Column 8, lines 8-23) 

Regarding claim 5, Rowland discloses the claimed limitation wherein one of the 
at least one item access rates defines the number of rows a user may access from a 
database item at one time (See Column 5, lines 40-67, Column 6, lines 1-11) 
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Regarding claim 6, Rowland discloses the claimed limitation wherein one of the 
at least one item access rates defines the number of rows a group of users may access 
from a database item at one time (See Column 5, lines 40-67, Column 6, lines 1-11) 

Regarding claim 7, Rowland discloses the claimed limitation wherein one of the 
at least one item access rates defines the number of rows that may be accessed from a 
database item over a period of time (See Column 9, lines 37-51 ) 

Regarding claim 8, Rowland discloses the claimed limitation wherein one of the 
at least one item access rates defines the number of rows a group of users may access 
from a database item over a period of time (See Column 9, lines 37-51 ) 

Regarding claim 9, Rowland discloses the claimed limitation wherein the 
intrusion detection policy further includes at least one interference pattern, the method 
further comprising: accumulating results from performed queries in a record, comparing 
the record with at least one of the interference pattern, in order to determine whether a 
combination of accesses in the record match the interference policy, and notifying the 
access control system, upon determining that a combination of accesses in the record 
match the interference policy, to alter the user authorization, thereby making the 
received request an unauthorized request, before the result is transmitted to the user 
(See Column 7, lines 41-54) 

Conclusion 

4. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. Snapp et al. (Distributed Intrusion Detection System) discloses 
an intrusion system to enhance the effectiveness of monitoring a network. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Courtney D. Fields whose telephone number is 571- 
272-3871 . The examiner can normally be reached on Mon - Thurs. 6:00 - 4:00 pm; off 
every Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on 571-272-3865. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-21 7-91 97 (toll-free). 
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